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ABSTRACT ARTICLE HISTORY
This study contributes to research on digital inequalities in the context Received 8 April 2024
of artificial intelligence by examining user perceptions of deepfake Accepted 12 September
technology. We focus on the stratification of deepfake knowledge 2024
and attitudes towards deepfakes as critical elements of technology
) KEYWORDS
access. Based on a survey of 1,421 German mtgrr.\et users, we Deepfakes; digital divide; Al
analyse the role of sociodemographic variables, digital skills, and divide; gender; digital skills;
personal innovativeness in predicting deepfake knowledge. We then attitudes
examine the role of deepfake knowledge in users’ assessments of
risks and potentials associated with the technology. Our results
point to a generally low level of knowledge and a strong focus on
risks in internet users’ perceptions of deepfakes. We find that age,
gender and educational attainment predict knowledge about
deepfakes. Digital skills, personal innovativeness, and social media
use also positively relate to deepfake knowledge. This knowledge, in
turn, is shown to play a role in users’ positive attitude towards the
technology. While age plays only a minor role, female gender
strongly relates to low knowledge and negative attitudes towards
deepfakes. We thus find evidence of a sizeable gender divide in user
access to the novel deepfake technology.

Introduction

Research on the ‘digital divide’ builds on the assumption that socioeconomic inequalities
are manifested in unequal access to and participation in the digital world (Hargittai,
2002). Studies in this field examine the interplay between personal categories, such as
age, sex, or health, positional categories, such as education or income, and technology
access, as well as outcomes of technology use (Helsper, 2017a; Van Deursen & Van
Dijk, 2019; Van Dijk, 2005). Exclusion from the use of digital technologies is problema-
tized because it is associated with fewer socioeconomic opportunities (Van Deursen et al.,
2017; Van Deursen & Helsper, 2018). As technologies evolve, new manifestations of digi-
tal inequalities emerge (Lutz, 2019; Vartanova & Gladkova, 2019) - such as the ‘AI divide’
(Carter et al., 2020). Those with little affinity for new digital technologies or more sensi-
tive to their disadvantages are in danger of missing out on their benefits, while others are
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eager to embrace new technologies — and may thus be more exposed to their specific risks
(Kurpicz-Briki et al., 2023).

Since the emergence of pornographic deepfakes in 2017 on Reddit, deepfake technology
has attracted tremendous interest in research and practice (Godulla et al., 2021). Using
existing audio-visual recordings as training material, deepfakes can depict individuals in
scenarios that never actually occurred, creating the illusion that they took actions that
never happened or expressed thoughts they never articulated (Vaccari & Chadwick, 2020).

Consequently, deepfakes pose new challenges to internet users — due to the high qual-
ity of their manipulations and users’ willingness to believe audio-visual content. Numer-
ous risks associated with deepfakes have been discussed: the technology could be used for
identity theft and phishing tactics (Citron & Chesney, 2019), targeted advertising and
surveillance (Cardenuto et al., 2023), reputational attacks (Godulla et al., 2021), as well
as for political influence campaigns (Dobber et al., 2020; Hameleers et al., 2023). On
the other hand, deepfakes could have constructive uses, for example in educational pro-
grammes, in the creative industries and for entertainment (Kolagati et al., 2022). Access
to deepfake technology may thus be associated with advantages to some, while exclusion
from its use could disadvantage other individuals.

This study examines deepfakes in the context of the AI divide. To date, there is still little
research on Al-related inequalities (e.g., Cardenuto et al., 2023; Carter et al., 2020; Kurpicz-
Briki et al., 2023). We address this gap and apply a digital inequalities perspective to explore
predictors of internet users’ knowledge of and attitudes towards the Al-based deepfake tech-
nology. In his sequential model of digital technology access, Van Dijk (2005) proposes ‘moti-
vational access’ as the most basic step of technology access. If users do not expect benefits from
the use of a technology, they will not seek to master the required material and skills access.
Based on Rogers (1983) ‘Innovation-Decision Process’, Eichhorn et al. (2022) argue that moti-
vational access presupposes knowledge. We therefore examine both users’ deepfake knowl-
edge and their perceptions of the technology’s risks and opportunities. Based on a survey
of German internet users (n = 1421), we focus on the role of sociodemographics, digital skills
and personal innovativeness. Hence, this study addresses the following research questions:

RQI: How are internet users’ sociodemographics, digital skills and personal innovativeness
related to their knowledge of deepfake technology?

RQ2: What role does deepfake knowledge play in internet users’ attitudes towards deepfake
technology?

We find that most respondents have little knowledge of deepfakes. Youth, high edu-
cational attainment, male gender, digital skills, and frequent usage of social media predict
knowledge of deepfake technology. Furthermore, deepfake knowledge is shown to play a
small role in user attitudes towards deepfakes, mostly the perception of the technology’s
opportunities. We also find that age plays only a minor role in user attitudes towards
deepfakes, but attitudes are heavily gendered.

We argue that deepfakes should be examined in the context of the AI divide as their
utilization necessitates an understanding of this emerging technology as well as its
specific opportunities and risks (e.g., Kitsara, 2022; Yu, 2020). Additionally, we propose
that deepfakes could affect digital inequalities because malicious use of the technology
could harm vulnerable users while those in a position of relative privilege might employ
the technology to achieve beneficial outcomes (Kitsara, 2022).
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Literature review
Digital inequalities: the roles of attitudes and knowledge

Originally, the term ‘digital divide’ focused on inequalities in participation in the digital
society due to unequal access to the internet, network infrastructures, and related infor-
mation and communication technologies (ICT) (Van Dijk, 2013), with interest in the
issue increasing in the early 2000s. It has since become understood that technology access
comprises a complex, multi-levelled phenomenon, encompassing not just material access
to technology, but also motivational or skills access (Van Deursen et al., 2017; Van Dijk,
2005). Technology access can be affected by various personal categories, such as age, gen-
der, or health, as well as positional categories, such as education or income (Van Dijk,
2005) that may intersect in affecting digital inclusion (Tsatsou, 2022). Numerous studies
in the field examine the potential impact of socioeconomic predictors on inequalities in
technology usage (Cotter & Reisdorf, 2020; Hargittai & Walejko, 2008; Lutz et al., 2014;
Van Deursen et al., 2014; 2017). However, Helsper (2017a) points out that these personal
categories need to be understood as relative and should be examined in their specific
social and temporal contexts. In the present case, we focus on the rise of a novel technol-
ogy that poses distinct challenges to various user groups.

A key component in the dynamics of digital inequality is users’ motivation to employ a
technology (Van Deursen et al., 2017; Van Dijk, 2005; 2006). Not all individuals are
equally motivated to either explore a new technology or employ an established one (Reis-
dorf et al., 2019). Helsper (2017b) argues that perceptions of technology need to be taken
into consideration when examining digital inequalities. While it is impossible to know for
sure what drives users to embrace or avoid new technology, several studies analyze indi-
vidual factors bolstering use motivations. For example, user concerns or lack of trust are
argued to be crucial factors in adopting and using emerging Al technologies (Bozic,
2023). As Wang and Liu (2022) note, the concepts of motivation and attitude are some-
times used interchangeably in the digital inequalities literature. Reisdorf and Groselj
(2017) operationalize motivational access by asking users about their opinions regarding
ICT. Other studies similarly assess user attitudes to examine the role of motivation in
technology access (Van Deursen & Helsper, 2015b; Van Deursen & Van Dijk, 2015).

Motivation to use technology also relates to the users’ interest and their socialization
and attitudes towards ‘what is appropriate for certain people in certain groups’ (Van
Deursen et al., 2017, p. 469). Hence, cultural resources are argued to be indicators of
Internet and social-media use. For example, users might engage more with digital tech-
nology if they find that it enhances efficiency or perceive it as an enjoyable. In contrast,
those who find digital technology to be a source of danger and feel uncomfortable using it
might feel that it ‘is out of their control, potentially, controlled by others’ (Reisdorf et al.,
2019, p. 87). While users’ attitudes towards a technology can be based on actual experi-
ences of its benefits and/or harms (Hargittai & Hinnant, 2008; Van Dijk, 2013), they may
also be influenced by public or media framing of the technology. In many cases, users’
attitudes are derived from observing public or expert discourses on the opportunities
and risks associated with a technology (Morrow, 2022).

Based on Rogers (1983) ‘Innovation-Decision Process’, Eichhorn et al. (2022) argue
that motivational access presupposes knowledge. The less users know about a technology,
the more tenuous their attitudes towards it might be. In other words, any additional
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knowledge gained about the technology could potentially alter user attitudes and behav-
iour. For example, Cotter and Reisdorf (2020) find that knowledge on algorithms shapes
users’ expectations and behaviour when consuming information online (e.g., critical
reflecting on representations and the truthfulness of information online). Similarly, with-
out awareness of the technology, users are unlikely to develop the necessary motivation
to use it. Motivation presupposes at least a basic level of familiarity (cf. Eichhorn et al,,
2022). Conversely, the more knowledge of a technology users possess, the more their atti-
tudes towards it will be substantive (whether affirmative or dismissive), and the more able
they will be to develop a motivation to use or avoid it.

The present study will examine the role of knowledge and attitudes in the unequal
access to deepfakes as an emerging new Al technology. This study thus contributes to
the emergent field of ‘Al inequality’ (e.g., Cardenuto et al., 2023; Carter et al., 2020; Kur-
picz-Briki et al.,, 2023). Research on the emerging AI divide is still rare and can be
described, for example, as ‘inequality that concerns accessing and using Al-enabled tech-
nology and that technology’s impacts™ (Carter et al., 2020, p. 261). While some studies
discuss the extent to which the use of AI technology could weaken the digital divide,
most research focuses on the emergence of new inequalities (e.g., Bozic, 2023; Kitsara,
2022; Lainjo, 2023; Yu, 2020).

On the one hand, AI technology might help the underprivileged overcome inequalities
- for example, through improved learning processes and skills development (Lainjo,
2023) or the establishment of new business and economic growth (Bozic, 2023; Kitsara,
2022). The attainment of personal and economic benefits through AI technology use,
however, depends on a person’s awareness and digital literacy (Kitsara, 2022; Yu,
2020). Hence, socioeconomic benefits derived from AI might be limited to those who
are motivated and possess the necessary knowledge to handle the respective technology
(Bozic, 2023; Lainjo, 2023).

On the other hand, ‘the digital divide [might increase] socioeconomic inequities by
widening economic opportunity gaps’ (Lainjo, 2023, p. 4971). Due to the increasing use
of Al, existing inequalities could be reinforced. For example, training data might ingrain
biases against disadvantaged groups, thus perpetuating those biases in the content gener-
ated using AT algorithms (Gao et al., 2023; Simon & Isaza-Ibarra, 2023). Furthermore, the
use of Al for personalization and automatization might impact the way content is created
and disseminated, potentially facilitating the consumption of congenial content and con-
tributing to so-called ‘echo chambers’ (Arguedas & Simon, 2023; Jungherr & Schroeder,
2023; Trattner et al., 2022). These dynamics may reinforce pre-existing socioeconomic
inequalities by boosting the views and preferences of those in a position of power and pri-
vilege, in particular (cf., D’Ignazio & Klein, 2020; Marwick, 2022). Such inequalities may
render emerging Al technologies less attractive or useful to those at the margins. Therefore,
transparency in the use of Al-generated or - edited content and data protection are of
essential importance for users, especially when the technology is applied in strategic com-
munication and targeting (Gao et al., 2023; Jungherr & Schroeder, 2023).

Deepfakes: familiarity, opportunities and risks

Deepfakes constitute a type of synthetic media that make use of Al-based deep-learning
technology and allow users to alter existing recordings of individuals and objects and to
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generate new ones (Caldera, 2019). The creation of deepfakes is not limited to photo and
video manipulations but also encompasses edits to or the generation of audio files. As a
result, the technology enables users to visualize incidents that did not actually take place,
depict individuals in any situation imaginable and have them say any sentence (Vaccari &
Chadwick, 2020).

To date, the majority of deepfakes on the internet are of a pornographic nature, most
of them depicting (famous) women (Simonite, 2019). While pornographic deepfakes
might be seen as an opportunity to fulfil sexual fantasies (Ohman, 2020), their use with-
out the consent of the individual depicted constitutes an ethical and legal challenge. If
women are objectified in pornographic deepfakes and placed in a position of non-con-
sensual (sexual) exploitation, the technology could further reinforce gender-specific
differences in visual information (Wagner & Blewer, 2019). In this context, Paris
(2021) describes the emergence of ‘image-based sexual abuse’, as ‘social media and
face swapping rely on the consent that is barely granted’ (p. 7). Paris (2021) analyzed
200 examples of manipulated images and videos, finding that harmful deepfakes and
cheap fakes are used to harass, silence, and coerce especially women, LGBTQ individuals
and people of colour. This malicious use of the technology can therefore contribute to
inequality: Vulnerable individuals may experience harm from the use of the technology,
while powerful entities (e.g., entertainment and technology companies, wealthy individ-
uals, political parties) might benefit from its use (Paris, 2021).

Recently, deepfake technology is increasingly expanding into other societal and politi-
cal spheres beyond pornography. Technological advancements and increasing ease of
access facilitate the spread of deepfakes, raising the likelihood that users encounter
them online, or actually attempt to generate deepfakes themselves (Seibert, 2023). Pre-
vious studies found that most internet users still lack familiarity with the technology
or the skills necessary to recognize a deepfake (Bray et al., 2023; Lewis et al., 2022).
While more and more studies in the social sciences examine audiences’ skills in detecting
deepfakes and the technology’s impact on, for example, political opinions (e.g., Dobber
et al., 2020), thus far there are hardly any studies exploring internet users’ attitudes
towards the technology.

Initial studies indicate that users’ perceptions of deepfake technology are character-
ized by uncertainty — which, once exposed to and made aware of deepfakes, extends to
mistrust towards all (even real) audiovisual content online (Vaccari & Chadwick,
2020). Internet users describe the technology’s advancements as scary (Lee et al,
2021) and consider its use for the creation of pornographic content especially harmful
(Kugler & Pace, 2021). Users often associate deepfakes with misinformation and fear
the technology’s effect on public discourse and democratic processes (Citron & Ches-
ney, 2019). Furthermore, the technology raises privacy concerns as users might fall vic-
tim to a harmful deepfake if their data are used for identity theft, financial fraud,
targeted advertising, or surveillance (Cardenuto et al., 2023; Citron & Chesney, 2019;
Kugler & Pace, 2021).

While public attention appears to focus more on dangers associated with deepfake
technology, some potential benefits can also be identified. For example, deepfake tech-
nology enables its users to experiment with creating synthetic audiovisual content of
themselves for personal creative and entertainment purposes. Since the technology
allows content to be delivered in a creative and engaging manner, it is also suitable for



6 D. B. BITTON ET AL.

industry sectors such as film, art, fashion, and video games (e.g., Kolagati et al., 2022).
Finally, in contrast to the non-consensual use of an individual’s face to create porno-
graphic deepfake content, the technology might also be integrated in a consensus-
based platform for creating pornographic content using the faces and bodies of users
who authorized the use of their data for this purpose (Raffaghello et al., 2019). The pre-
sent study will examine both users” knowledge of deepfakes and their attitudes towards
the technology based on an assessment of its opportunities and risks.

Research model

We argue that deepfakes can and should be examined in the context of Al inequalities, as
sociodemographic factors might affect users’ knowledge of this emerging Al technology.
Knowledge, in turn, may shape user attitudes and perceptions of the technology’s risks
and potentials. As argued above, knowledge and attitudes (or motivation) are critical
elements in user access to a technology such as deepfakes (Cotter & Reisdorf, 2020;
Van Dijk, 2005; 2006).

Previous studies of digital inequalities have shown that men and younger individuals,
and those with higher educational attainment and more financial resources are more
likely to access technology (e.g., Van Deursen et al., 2014, 2017; Van Dijk, 2005, 2013;
Vartanova & Gladkova, 2019). We propose that the same will apply to knowledge of
deepfakes, as males and young individuals are more likely to explore the novel technol-
ogy, and resources, such as education and income, facilitate familiarization with an emer-
ging technology such as this:

HI: Male gender, youth, education, and income are positively related to knowledge about
deepfakes.

Similarly, we expect digital skills among internet users to be a predictor of knowledge
about deepfake technology. Skills play a critical role in allowing users to make use of
those digital technologies they have material access to (Hargittai, 2002; Hargittai & Hin-
nant, 2008; Lutz, 2019; Van Dijk, 2006). Digital skills have been shown to facilitate the
adoption of new technology, which allows users to benefit from the technology’s use
(Carter et al., 2020; Madden et al., 2017). We therefore expect that those high in digital
skills are more likely to be aware of new technology and have a higher knowledge about
emerging deepfake technology.

H?2: Digital skills are positively related to knowledge about deepfakes.

In addition, we expect general motivations to explore new technology among internet
users to play a role in this context. Previous studies have pointed out the role of personal
innovativeness in user adoption of ICT (e.g., Ahn et al., 2007). Findings indicate that
individuals who are open to and interested in new technologies in general feel more com-
petent in dealing with them (Bakke & Henry, 2015), are more likely to adopt them (Cha-
hal & Rani, 2022), and find it easier to understand their structures and internalize their
functions (Rasimah et al., 2011). In consequence, users who are more comfortable in the
digital world and participate in digital activities enjoy real life advantages over those who
don’t (Park, 2017).

H3: Personal innovativeness is positively related to knowledge about deepfakes.
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Finally, as pointed out by Eichhorn et al. (2022), knowledge access is related to moti-
vational access (cf. Cotter & Reisdorf, 2020; Van Dijk, 2005). In other words, familiarity
with or knowledge of a technology can influence users’ attitudes towards the technology,
and thus their willingness to use it. As discussed above, users still struggle to reliably
identify deepfakes (Bray et al., 2023; Lewis et al., 2022), and initial encounters tend to
induce insecurity or mistrust (Vaccari & Chadwick, 2020). Risks associated with the tech-
nology, such as misinformation, privacy concerns, fraud, and reputational risks, are more
salient in public discourse (Citron & Chesney, 2019; Kugler & Pace, 2021; Lee et al.,
2021). We therefore expect those with little knowledge of the technology to harbour
more negative attitudes towards it, while, conversely, those with more deepfake knowl-
edge are more likely to also take potential benefits of the technology into account.

H4: Deepfake knowledge is positively related to positive attitudes towards deepfake
technology.

In consequence, inequalities in deepfake knowledge might lead to inequalities in deep-
fake perceptions and cause unequal usage and outcomes of the technology (Hargittai &
Hinnant, 2008; Van Deursen & Helsper, 2015a; Van Dijk, 2013).

Methods
Sample

Data collection was carried out in cooperation with a certified market research institute
in October 2022. Respondents were invited by email and received a small monetary com-
pensation upon completing the survey (1664 respondents). To ensure equivalence with
the overall population in Germany, we defined quotas for age, gender, and state of resi-
dency (within Germany). For data analysis we only considered respondents who had
fully completed the questionnaire (1421 respondents). Among the respondents, 49.3 per-
cent are men and 50.7 percent are women,' and the average age is 48 years.” Most of the
respondents have a monthly net income between 1500 and 3000 euros (44.6%); followed
by those with an income below 1500 euros (29.9%) or above 3000 euros (25.5%).> Fur-
thermore, educational attainment was measured by the highest educational qualification
obtained, with around half of the respondents having a low* educational attainment
(46.9) and about one quarter each having a medium (28.6) or high educational attain-
ment (24.5).

Measures

At the beginning of the questionnaire, participants were divided into two groups by ask-
ing: Do you know what a ‘deepfake’ is? If they answered in the affirmative (n = 480), they
were asked to describe what they think a deepfake is and to answer 13 knowledge ques-
tions. These respondents were then provided with a short definition of what deepfakes
are (see Appendix). Afterwards, the respondents watched a deepfake example of Morgan
Freeman, simulated by voice actor Boet Schouwink using deepfake technology (Diep
Nep, 2021). The group of participants who answered that they did not know what a deep-
fake is, were immediately provided with the definition and the video example. After
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watching the video, all respondents were asked to assess the extent to which they agree
with a set of risks and opportunities associated with deepfake technology (as identified in
the literature review). Then, respondents evaluated their digital skills and personal inno-
vativeness as well as their internet application use and social media use. Finally, further
sociodemographic characteristics were determined.

To assess deepfake knowledge, the survey employed an original measure based upon
prior literature analyses (Godulla et al., 2021). The measure provided participants with 13
correct or incorrect statements about deepfakes. The participants were asked to indicate
whether they considered these statements to be true or false (see Appendix, Table A5). To
evaluate attitudes towards deepfakes, participants were confronted with a set of 21 state-
ments describing risks and opportunities associated with deepfakes (see Appendix), and
were asked to rate their agreement with these statements on a five-point Likert scale (do
not agree at all to fully agree).

Digital skills were assessed following Hargittai and Hsieh (2012) by asking the partici-
pants to rate their knowledge of six internet specific terms (e.g., PDF, Cache, Spyware) on
a five-point Likert scale from not good at all to very good. The degree of participants’
innovativeness in new technology was evaluated following Raaij and Schepers (2008,
p. 846). Participants were asked to rate their personal innovativeness considering four
items (e.g., when I hear about a new technology, I look for ways to try it) on a five-
point Likert scale (do not agree at all to fully agree).

Furthermore, participants were asked about their internet application use (e.g., infor-
mation services, messaging services, online banking) and social media use (e.g., Facebook,
YouTube, TikTok) based on a six-point Likert scale (never to several times a day). Finally,
while quotas for specific demographic characteristics (gender, age, and federal state of resi-
dence) were determined at the beginning of the questionnaire, further characteristics such
as educational attainment and income were queried at the end of the questionnaire. An
overview of all items used to measure participants’ digital skills, personal innovativeness
and perception of deepfake risks and opportunities is provided in the Appendix (Table A1).

Mean indices. Mean indices were calculated to measure participants’ internet and
social media use, digital skills, personal innovativeness and perception of deepfake
risks and opportunities. The variables generated for internet application usage, social
media usage, digital skills, personal innovativeness and sociodemographic variables
were used for a linear regression on deepfake knowledge using the software SPSS Stat-
istics 2021 (version 28.0.1.0). The variables for both deepfake risk perception and deep-
fake opportunity perception were used as dependent variables in subsequent analyses.

Results
Analysis of knowledge about deepfakes

Initial descriptive findings show that the majority of participants (67.1%) stated not to
know what a deepfake is and therefore did not answer the knowledge questions. In
addition, findings of the knowledge questions show that more than ten percent have little
knowledge about deepfakes. Hence, in total, more than three quarters of the respondents
have no or little knowledge about deepfakes. In contrast, only about one fifth have a med-
ium or high level of knowledge about the technology (see Table 1, M =1.72, SD = 2.71).
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Table 1. Differentiation of deepfake knowledge.

Variable Frequency (%)
Deepfake knowledge None 954 (67.1)
Low 161 (11.3)
Medium 247 (17.4)
High 59 (4.2)
Note: N = 1421.

Answering one to four knowledge questions correctly was coded as a low level of knowl-
edge (11.3%), five to seven correct answers as a medium knowledge level (17.4%) and
eight or more correct answers as a high level of knowledge (4.2%).

To analyse predictors of deepfake knowledge, a multiple linear regression’ was con-
ducted (see Table 2). To assess deepfake knowledge, a summative index of correctly
answered knowledge questions was calculated.

Results largely show support for H1, as youth, male gender and educational attain-
ment are positively related with deepfake knowledge, while income is not. Age has
only a small effect size, while gender is the strongest predictor among the sociodemo-
graphic variables. We also find support for H2, as digital skills are strongly and signifi-
cantly related to deepfake knowledge. Additionally, results show that personal
innovativeness does also relate positively to deepfake knowledge (H3). When we control
for internet application and social media usage, the latter is strongly and positively
related to deepfake knowledge. Overall, the regression model explains 21 percent (cor-
rected R? = .21) of the variance in the level of knowledge about deepfakes (F(8, 1286)
=42.85; p <.001).

Assessments of risks and opportunities of deepfakes

Turning to the risks associated with deepfakes (see Appendix Table A2), respondents
generally fear that the prevalence of deepfakes will increase (80.3%) and that their detec-
tion will become more and more difficult (86.6%). In consequence, 77.5% of respondents
have concerns that the line between reality and fiction is increasingly blurring due to the
development of the technology. In addition, a large proportion of respondents agree the
technology creates risks such as (negative) influences on public opinion (e.g., election
campaigns: 79.5%) and harm to democracy (e.g., due to misinformation: 77.1%). Inter-
estingly, only a relatively low percentage of respondents report concerns about accidently

Table 2. Linear regression on deepfake knowledge.

Predictors b SEB 1§
Age — Q2xxx 01 —-12
Gender —.57xx* 14 -.09
Educational level 29%* .09 .09
Income .02 .03 .01
Digital skills 56%¥* .08 .20
Personal innovativeness 19* .08 .07
Internet application usage -.07 14 -.02
Social media usage S4xx* 12 18
Intercept -.18 .59

Note: R*= .21, N = 1295, deviating N due to random missingness. Dependent variable = Deepfake knowledge. Gender
coded as male (1) and female (2). * p <.05. ** p <.01. *** p <.001.
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spreading a deepfake (42.3%). Further analyses revealed significant differences between
male and female respondents when it comes to the perceived risks of becoming a victim
of a harmful deepfake oneself and having to protect personal data more strictly in the
future (see Appendix Table A4). In both cases, women expressed a stronger fear of
becoming a victim of a harmful deepfake and of protecting personal data more strictly.

In contrast to these risk perceptions, respondents’ views of the opportunities offered by
deepfake technology are more hesitant (Appendix Table A3). The use of deepfakes finds
most approval in creative industries such as the film industry (63%), video game
(55.4%), fashion (51.6%), and art industry (41.5). Focusing on the media industry, only
one third of respondents agree that deepfakes may be used to foster creativity in media con-
tent production (38%). Furthermore, respondents rarely perceive deepfake technology as a
benefit for their personal usage (32.9%). A subsequent analysis has shown that there are
significant differences between male and female respondents regarding the possibility of
creating consensual pornographic deepfakes. In this context, male respondents more
strongly agreed on the potential of using the technology to create consensus-based porno-
graphic content compared to female respondents (see Appendix Table A4).

Attitudes towards deepfake technology

Having established predictors of deepfake knowledge and explored the audiences’ assess-
ments of the risks and potentials of deepfake technology, we proceed by examining the
extent to which differences in knowledge about deepfakes relate to user attitudes towards
the technology by conducting a series of multiple linear regressions and a t-test (see
Tables 3-5).

First, a linear regression analysis on the perception of deepfake risks was conducted
to assess predictors of negative attitudes towards the technology (Table 3). With
regards to H4, results show that knowledge about deepfakes is not significantly related
to negative assessments of the technology. Focusing on sociodemographic character-
istics, female gender strongly and negatively relates to risk perceptions, while no sig-
nificant influence is shown for age, educational level, or income. Interestingly, digital
skills and internet application use are also positively related to risk perceptions. No
significant relationships were found for respondents’ personal innovativeness and
social media use.

Table 3. Linear regression on risk perception.

Predictors b SEB B
Age .00 .00 07
Gender 37 .05 .20
Educational level -.02 .03 -.02
Income —.01 .01 -.03
Digital skills .06* .03 .07
Personal innovativeness —.01 .03 —.01
Internet application usage .09* .04 .09
Social media usage -.03 .04 —.04
Deepfake knowledge .00 .01 .01
Intercept 2.87*** 1.81

Note: R? = .04, N = 1294, deviating N due to random missingness. Dependent variable = Deepfake risk perception. Gender
coded as male (1) and female (2). * p <.05. ** p <.01. *** p <.001.
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Table 4. Linear regression on opportunity perception.

Predictors b SEB B
Age —.01** .00 -.09
Gender —.14%* .05 -.08
Educational level .02 .03 .02
Income —.04%** .01 —-.09
Digital skills .05 .03 .06
Personal innovativeness 3 .03 14
Internet application usage 1% .05 .10
Social media usage .10% .04 11
Deepfake knowledge .02*% .01 .07
Intercept 2.44%x* 19

Note: R?=.18, N = 1294, deviating N due to random missingness. Dependent variable = Deepfake opportunity percep-
tion. Gender coded as male (1) and female (2). * p <.05. ** p <.01. *** p <.001.

Turning to the (rarer) positive assessments of deepfake technology (Table 4), we find
that deepfake knowledge is indeed weakly but positively related to deepfake opportunity
perceptions. We thus find mixed results for H4. Youth, (female) gender and income are
negatively related to a positive assessment of deepfake technology, but education is not.
After gender, personal innovativeness is the strongest predictor of opportunity percep-
tions in the model. Internet application use and social media use are both also positively
related to a positive assessment of deepfakes.

To complement the analysis of risk and opportunity perceptions towards deepfakes,
participants’ overall perception of the technology was assessed in the questionnaire
using a slider ranging from dangerous (0) to promising (100). Results show that respon-
dents rate the technology as more dangerous than promising overall (M =26.80, SD =
21.92). We divided the sample into subsamples, one with low deepfake knowledge (no
familiarity and up to four correct knowledge questions: 78.5%) and one with relatively
high deepfake knowledge (more than four correct answers: 21.5%). The results of a t-
test for independent samples (Table 5) show that there is a highly significant (#(701) =
—3.59, p <.001) difference in the overall assessment of the deepfake technology. Respon-
dents with a low knowledge of deepfakes (M = 25.34, SD = 20.74) perceive the technology
to be more dangerous compared to respondents with a high knowledge (M =30.18; SD =
24.12). This further indicates that deepfake knowledge does play a role in user attitudes
towards the technology (H4).

Additionally, further analyses on gender differences in the overall assessment of deep-
fakes were conducted (see Appendix Tables A6-AS8). First, the results of a t-test show that
female respondents (M = 29.50, SD = .89) perceive the technology to be more dangerous
compared to male respondents (M = 24.15, SD =.76). These results are highly significant
(#(1398) =4.59, p < .001). Second, the impact of deepfake knowledge and digital skills on
the technology’s overall assessment were analyzed separately for male and female respon-
dents. The results of two t-tests show that male respondents with high deepfake

Table 5. Differences in overall deepfake assessment based on the level of deepfake knowledge.

t-test Knowledge N M SD T df p Mean difference SEM
Low 980 2534 20.74
High 22 3018 2412 —-3.59 701 <.001 —4.83 1.35

Note: Deviated N due to random missingness.
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knowledge (M = 32.34, SD = 1.43) and high digital skills (M = 32.11, SD = 1.33) perceive
the technology to be less dangerous compared to those with low knowledge (M = 27.55,
SD =1.11) and low digital skills (M =27.13, SD =1.16). The results of these t-tests are
highly significant (#(691) = 2.63, p <.01; £(691) = 2.83, p <.01). When focusing on female
respondents, no significant results were found for deepfake knowledge. However, female
respondents with high digital skills (M = 25.73, SD = 1.14) compared to low (M =22.51,
SD =1) perceive the technology to be slightly less dangerous (#(697) =2.12, p <.05).

Discussion

This study addresses digital inequalities in the context of AI by examining the role of
sociodemographic factors, digital skills, and personal innovativeness in knowledge
about deepfakes (RQ1), the attitudes of internet users towards deepfake technology, as
well as the impact of deepfake knowledge on the perception of risks and opportunities
of the technology (RQ2). Examining knowledge about deepfakes and attitudes towards
the technology is important because knowledge is a prerequisite for technology access
(Eichhorn et al., 2022), as are attitudes that motivate users to access the technology
(Van Dijk, 2005). Lack of knowledge and negative attitudes therefore predict avoidance
of a novel technology, such as deepfakes, thus contributing to an AI divide (Carter et al.,
2020).

First, we find that in our sample of German internet users, knowledge about deepfake
technology and its applications is rather low. This finding directionally corresponds with
previous studies showing that users struggle to identify deepfakes (Bray et al., 2023; Lewis
et al., 2022). When examining the role of sociodemographic factors in this context, we
find deepfake knowledge to be more prevalent among those of lower age, higher edu-
cational attainment and male gender, as well as higher digital skills and personal innova-
tiveness. Furthermore, frequent usage of multiple social media platforms predicts
knowledge about deepfakes. These findings are largely in line with previous research
on determinants of digital inequalities (Hargittai, 2002; Hargittai & Walejko, 2008;
Van Dijk, 2006). However, the role of gender is markedly large in our examination of
deepfakes, while age plays a surprisingly small role. The role of gender in the develop-
ment and proliferation of AI technology has been examined repeatedly, with studies
finding a ‘lack of diversity in both data and developers, programmer bias, and the existing
gender bias in society, now amplified through AT’ (Nadeem et al., 2020, p. 1). Deepfakes,
in particular, with their roots and frequent use in the context of pornography may repel
women from familiarizing themselves with this technology. As noted above, digital
inequalities studies need to take the perceptions of specific technologies, such as deep-
fakes, into consideration (Helsper, 2017b).

Our findings demonstrate that, currently, the perception of deepfakes is dominated by
a focus on risks rather than benefits. Risks that participants perceive as particularly
urgent include data protection concerns, deepfake detection, the technology’s use to
influence the public opinion and the difficulty to distinguish between reality and
fiction. This dominance of concerns might be due to audio-visual content traditionally
being ascribed high levels of trustworthiness and reliability (Vaccari & Chadwick,
2020). Altering audio-visual media is thus likely to trigger uncertainty among audiences.
While most of the respondents are concerned that, in general, it might become
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increasingly difficult to distinguish between reality and fiction, relatively few of them fear
accidently spreading a deepfake themselves. A possible reason for this result could be a
third person effect that has repeatedly been observed in studies of mis- and disinforma-
tion (Altay & Acerbi, 2023). Accordingly, respondents might estimate a stronger influ-
ence of hyper-realistic, authentic appearing deepfakes on the deception of others than
on themselves.

Results of a t-test indicate that users with higher levels of deepfake knowledge have a
less critical attitude overall towards the technology. Having conducted regression ana-
lyses on both negative and positive attitudes towards deepfakes, we find that knowledge
does not significantly relate to negative attitudes — possibly because negative attitudes are
almost ubiquitous - but do (weakly) predict positive attitudes. So, overall, we find some
evidence that deepfake knowledge plays a role in users’ attitudes towards the technology
(cf., Eichhorn et al., 2022) — which is important as attitudes relate to motivation to access
the technology (Van Dijk, 2005). These relationships may still be weak as overall knowl-
edge in the population is very low and attitudes are overwhelmingly critical. Effect sizes
may thus change over time as the technology proliferates and users become more accus-
tomed to this AI application.

When comparing results for the regression models on negative vs. positive attitudes,
some differences emerge: Digital skills positively relate to negative attitudes, so more skilled
users may be better able to conceive of Al technology dangers. Frequent usage of multiple
internet applications is positively related to both positive and negative attitudes towards
deepfake technology. Frequent internet users may thus have more differentiated views of
the technology’s opportunities and risks. Social media usage, however, is only related to
the perception of deepfake opportunities. Age is negatively related to the perception of
opportunities, but overall plays a relatively minor role. Gender emerges as by far the stron-
gest predictor of concerns. Female respondents are particularly afraid of falling victim to a
harmful deepfake. Additionally, female gender is strongly negatively related to deepfake
knowledge and negatively predicts positive attitudes towards deepfakes. As noted above,
this may be due to the gendered manifestation and impact of Al technology, in general,
and the particular challenges of deepfake technology, in particular (Raffaghello et al,
2019). Furthermore, knowledge about the technology is a predictor for male respondents’
overall assessment of deepfakes, while it does not influence female respondents’ overall per-
ception of the technology. Hence, female respondents seem to be more sceptical about
deepfakes in general, regardless of their knowledge about the technology.

This study is subject to some limitations: We present data from a cross-sectional study,
therefore our findings are based on correlational evidence. The measures applied and
some of our findings are limited by the novelty of the technology under investigation.
We have developed original measures for deepfake knowledge and attitudes based on
a review of the available literature, which is still limited in scope. As discussed above,
few German internet users have yet knowingly encountered deepfakes, so overall levels
of familiarity are low, which may also affect user attitudes towards a largely unfamiliar
technology. Future studies should attempt to replicate the present findings when users
have had a chance to learn more about deepfakes. Given our findings on the important
role of gender in knowledge of and attitudes towards deepfakes, future studies should
expand this research to examine sexual identity and race. Previous studies have docu-
mented harmful uses of the technology targeted at minorities and marginalize groups
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(Paris, 2021). Such examinations would allow for an intersectional analysis of digital
inequalities in the context of deepfakes (cf., Tsatsou, 2022).

Nevertheless, this study contributes to emergent research on the AI divide (Carter et al.,
2020). To our knowledge, no previous study has examined deepfakes through a digital
inequalities lens (cf., Lutz, 2019; Vartanova & Gladkova, 2019). Previous research on deep-
fakes has focused on human or technological deepfake detection (cf., Godulla et al., 2021),
rather than knowledge or attitudes. Also, most previous studies have focused on risks
associated with deepfakes, for example in the political domain (Dobber et al., 2020; Hamel-
eers et al., 2023; Vaccari & Chadwick, 2020), with few taking a broader view and examining
both positive and negative attitudes. From an AI divide perspective in particular, future
studies might explore how deepfakes can support the accessibility of information (e.g., ser-
vices for individuals with disabilities) through, for example, speech synthesis (Bendel,
2017). In other words, the technology may be helpful in ameliorating some inequalities.

Notes

1. The questionnaire provided three gender options (male, female, diverse). Since only two
participants reported a diverse gender, these persons were not included in the analysis.

2. The youngest participant was 18 and the oldest 74 years of age.

3. Income was assessed using nine categories (in Euro; 0-499; 500-999, 1000-1499, 1500-
1999, 2000-2499, 2500-2999, 3000-3499, 3500-3999, 4000+).

4. Low educational attainment: no qualification, still at school, lower or intermediate second-
ary school leaving certificate; medium educational attainment: general higher education
entrance qualification; high educational attainment: university degree, doctorate.

5. Note: In the linear multiple regression, respondents who stated that they did not know what a
deepfake was were also included (0-coded). For the analysis it was checked that all prerequi-
sites for multiple linear regression were met (linear relationship between variables, indepen-
dence of residuals, multicollinearity, homoscedasticity, normal distribution of residuals).
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videos edited together to give a false impression of what happened. Similarly, filters found on Insta-
gram or TikTok are not considered to be deepfakes (e.g., changing eye or hair colour, dog ear filters).

Table A1. Measurement instrument.

Construct Item Mean  SD
Digital skills Knowledge of the Internet terms ...
(a=0.88) Advanced Search 335 116
Adopted from Hargittai and Hsieh PDF 381 111
(2012) Spyware 270 130
(M=3.11 and SD =1.27) Wiki 3.05 137
Cache 276 136
Phishing 298 133
Personal innovativeness When | hear about a new technology, | look for ways to try it~ 2.71  1.18
(a=0.83) out.
Adopted from Raaij and Schepers In my circle of friends, I'm usually the first person to tryouta 225 1.24
(2008) new technology.
(M=2.63 and SD =1.22) I'm generally reluctant to try out new technologies.? 292 122
| like experimenting with new technologies. 264 1.22
Deepfake risk perception | have concerns ...
(a=0.90), Developed following About falling for a deepfake. 381 1.07
Godulla et al. (2021) About becoming a victim of a harmful deepfake (e.g., 325 1.28
(M=3.79, SD =1.08) pornographic deepfakes, scams on the phone).
About deepfakes influencing public opinion (e.g., being used  4.07  1.02
to influence election campaigns).
That soon | won't be able to trust any video content. 381 1.08
That the line between reality and fiction is blurring. 4.04 1.00
That deepfakes will harm our democracy (e.g., by spreading  4.05  1.03
misinformation/fake news).
That anyone is capable of creating deepfakes. 352 1.3
That manipulation of personal data (e.g., audio or images of  3.92  1.06
me) will become easier.
That | will have to protect my personal data even moreinthe  3.99  1.04
future (e.g., as it can be manipulated for harmful purposes).
About falsely spreading deepfakes. 259 140
That detecting deepfakes will become increasingly difficult. ~ 4.28 92
About the increasing prevalence of deepfakes. 4.09 .96
Deepfake opportunity perception In my opinion ...
(a=10.89), Developed following Deepfakes can also be used for beneficial purposes. 307 123
Godulla et al. (2021) and Seibert (2023) Deepfakes provide me with benefits (e.g., by creating Funny ~ 2.62  1.24
(M=2.89, SD=1.20) videos of me and my friends).
There are advantages in the fact that any person is able to  1.99  1.08
create deepfakes.
Deepfakes provide benefits to the film industry (e.g., making  3.59 1.20
action scenes more realistic or displaying people who
already died in movies).
Deepfakes also benefit the creation of pornographic content  2.96  1.22
with the consent of those involved (e.g., if users voluntarily
upload their photos to an app and share them to create
pornographic content).
Deepfakes provide benefits to the art industry (e.g., creating  3.30  1.20
new artwork in the style of famous artists).
Deepfakes offer advantages for the fashion industry (e.g., 339 122
virtual try-on clothes).
Deepfakes provide benefits to the video game industry (e.g, 291 1.19
personalized avatars in games).
Deepfakes foster creativity in media content production. 221 123

“Reverse coded.
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Table A2. Perception of risks of deepfake technology.

Completely or

Neither Completely or

| have concerns ... rather disagree nor rather agree Total

About falling for a deepfake. 90 (6.6) 356 (26.1) 916 (67.3) 1362 (100)

About becoming a victim of a harmful deepfake 224 (18) 390 (31.3) 633 (50.7) 1247 (100)
(e.g., pornographic deepfakes, scams on the
phone).

About deepfakes influencing public opinion (e.g., 49 (3.6) 231 (16.9) 1090 (79.5) 1370 (100)
being used to influence election campaigns).

That soon | won't be able to trust any video content. 91 (6.7) 351 (25.8) 919 (67.5) 1361 (100)

That the line between reality and fiction is blurring. 54 (3.9) 256 (18.6) 1067 (77.5) 1377 (100)

That deepfakes will harm our democracy (e.g., by 58 (4.2) 257 (18.7) 1058 (77.1) 1373 (100)
spreading misinformation/fake news).

That anyone is capable of creating deepfakes. 172 (12.9) 393 (29.4) 771 (57.7) 1336 (100)

That manipulation of personal data (e.g., audio or 83 (6.1) 282 (20.6) 1001 (70.4) 1366 (100)
images of me) will become easier.

That | will have to protect my personal data even 71 (5.2) 285 (20.7) 1019 (74.1) 1375 (100)
more in the future (e.g., as it can be manipulated
for harmful purposes).

About falsely spreading deepfakes. 248 (25.8) 307 (31.9) 408 (42.3) 963 (100)

That detecting deepfakes will become increasingly 37 2.7) 149 (10.7) 1201 (86.6) 1387 (100)
difficult.

About the increasing prevalence of deepfakes. 42 (3) 230 (16.7) 1109 (80.3) 1381 (100)

Table A3. Perception of opportunities of deepfake technology.

Completely or Neither Completely or

In my opinion ... rather disagree nor rather agree Total

Deepfakes can also be used for beneficial purposes. 219 (18.1) 451 (37.1) 543 (44.8) 1213 (100)

Deepfakes provide me with benefits (e.g., by 289 (27.2) 424 (39.9) 349 (32.9) 1062 (100)
creating funny videos of me and my friends).

There are advantages in the fact that any person is 353 (44.5) 302 (38.0) 139 (17.5) 794 (100)
able to create deepfakes.

Deepfakes provide benefits to the film industry 110 (8.5) 371 (28.5) 818 (63) 1299 (100)
(e.g., making action scenes more realistic or
displaying people who already died in movies).

Deepfakes also benefit the creation of pornographic 259 (30.9) 344 (41.0) 236 (28.1) 839 (100)
content with the consent of those involved (e.g., if
users voluntarily upload their photos to an app
and share them to create pornographic content).

Deepfakes provide benefits to the art industry (e.g., 225 (19) 468 (39.5) 491 (41.5) 1184 (100)
creating new artwork in the style of famous
artists).

Deepfakes offer advantages for the fashion industry 162 (12.8) 451 (35.6) 654 (51.6) 1267 (100)
(e.g., virtual try-on clothes).

Deepfakes provide benefits to the video game 153 (12) 416 (32.6) 706 (55.4) 1275 (100)
industry (e.g., personalized avatars in games).

Deepfakes foster creativity in media content 244 (20.5) 493 (41.5) 452 (38) 1189 (100)
production.

Table A4. Gender differences in risk and opportunity perception.

Completely or Neither Completely or

Variable Gender  rather disagree nor rather agree Chi*v

Risk of falling victim to a harmful ~ Male 131 (21.8) 210 (35) 259 (43.2) Chi?(2) =27.9,
deepfake Female 93 (14.4) 179 (27.8) 373 (57.8) p<.001,V=.5

Risk of having to protect Male 49 (7.3) 152 (22.7) 469 (70) Chi*(2) = 16.9,
personal data even more in Female 22 (3.1) 133 (18.9) 548 (78) p<.001,V=.11
the future

Potential of creating consensus- Male 137 (29.3) 172 (36.8) 159 (34) Chiz(Z) =18.9,
based pornographic Female 122 (33) 172 (46.5) 76 (20.5) p<.001,V=.15

deepfakes




INFORMATION, COMMUNICATION & SOCIETY e 21

Table A5. Knowledge questions about deepfake technology.

Don't
Item Correct Wrong know
Most of the deepfakes circulating on the internet are pornographic in nature. 106 (22.1) 184 (38.3) 190 (39.6)
[correct]
The term deepfake applies exclusively to manipulated video content. [wrong] 168 (35) 198 (41.2) 114 (23.8)

Deepfakes are created using artificial intelligence. [correct] 315 (65.6) 65 (13.5) 100 (20.1)

Deepfakes can be used to visualize events that did not actually take place. 414 (86.3) 27 (5.6) 39 (8.1)
[correct]

Existing recordings of a person cannot be manipulated using deepfake 72 (15) 334 (69.6) 74 (15.4)
technologies. [wrong]

The victims of harmful deepfakes are mainly politicians. [wrong] 156 (32.5) 180 (37.5) 144 (30)

Almost anyone with Internet access can create a deepfake. [correct] 282 (58.8) 81 (16.8) 117 (24.4)

With the help of appropriate software, deepfakes can be easily recognized as 222 (46.3)  92(19.2) 166 (34.5)
such at an early stage. [wrong]

Only experts with access to the relevant technologies can create deepfakes. 101 (21) 288 (60) 91 (19)
[wrong]

Deepfakes have been circulating on the internet for around ten years. [wrong] 158 (32.9) 82 (17.1) 240 (50)

The first video labelled as a deepfake was circulated via the platform Reddit. 98 (20.4) 31 (6.5) 351 (73.1)
[correct]

The creation and distribution of deepfakes has been prohibited by law in 104 (21.7) 68 (14.2) 308 (64.1)

Germany since 1 July 2022. [wrong]
Technologies used to create deepfakes can be used in areas such as the film 373 (77.7) 38 (7.9) 69 (1.4)
industry or the fashion industry. [correct]

Table A6. Overall assessment of deepfakes based on gender.

t-test Gender N M SD T df p Mean difference SEM
Male 693 29.50 .89 4.59 1.398 <.001 5.35 117
Female 707 24.15 .76

Table A7. Overall assessment of deepfakes based on knowledge and digital skills of male
respondents.

t-test N M SD T df p Mean difference SEM

Knowledge Low 405 27.55 1.1 2.63 691 <.01 —4.69 1.78
High 288 32.34 143

Digital skills Low 363 27.13 1.16 2.83 691 <.01 —4.97 1.76

High 330 32.11 133

Note: To assess the level of digital skills, respondents were divided into two groups of approximately equal size based on
their mean values of all digital skills items (low digital skills: M < 3.4; high digital skills: M > 3.4).

Table A8. Overall assessment of deepfakes based on knowledge and digital skills of female
respondents.

t-test N M SD T df p Mean difference SEM

Knowledge Low 533 23.62 .83 1.23 705 a1 -2.17 177
High 174 25.79 1.78

Digital skills Low 346 22.51 1 2.12 697 <.05 -3.21 1.51

High 361 25.73 1.14

Note: To assess the level of digital skills, respondents were divided into two groups of approximately equal size based on
their mean values of all digital skills items (low digital skills: M < 2.8; high digital skills: M > 2.8).
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